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Chapter 1

Exploring Government’s
Toolshed

To ask ‘What does government do?’ is to state a plain man’s question in
plain man’s language. The answer is by no means simple.

(Rose, 1976, p. 247; Rose and Peters, 1978, p. 67)

Well, what does government do, exactly?
If a young child asked you this question, what would you say?

Responding to that sort of naive query isn’t simple, because there
are so many possible ways in which it could be answered. Consider
only three, out of a myriad of possibilities.

One possible reply would be to try to describe what happens
‘inside’ government – how decisions are made, how orders are
passed down the line, how information moves about. If we chose to
answer the question in this way, we would be telling a story about
government’s decision processes. It is the kind of story that has
become familiar through political diaries and memoirs. The story
would be punctuated by telephone calls, emails and documents,
interminable meetings, lights burning into the night, petty squab-
bles and jealousies, sex scandals, sleaze allegations, panics, heart
attacks and nervous breakdowns, and actors of varying impor-
tance, competence and ambition. We would soon become immersed
in all those interesting but elusive questions about power, influence,
who-said-what-to-whom and when. Not a child’s territory, exactly.

But that is only one way of looking at what government does. A
second type of answer might focus on the subjects in which govern-
ments today are interested, rather than on the arcane plottings in the
chancellories. That would take us on to an entirely different tack. We
would find ourselves trying to list everything that government nowa-
days concerns itself with, for one reason or another. Very quickly
that list would become bewilderingly long and heterogeneous. From
government’s birth-control pills for cats in Denmark to its seals on
domestic gas meters in Britain: government’s spoor (its cloven hoof,
some would say) appears everywhere. We would soon have to
simplify, reducing the mass of specific interests down to a few major
and general purposes that governments have, or say they have.
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Either of these approaches would make sense as a way of describ-
ing ‘what government does’. A third possibility – different again – is
to describe the tools that government uses, rather than what it uses
those tools for or how it reaches its decisions. We can imagine
government as a set of administrative tools – such as tools for
carpentry or gardening, or any other activity. Government adminis-
tration is about social control, not carpentry or gardening. But
there is a toolkit for that, just like anything else. What government
does to us – its subjects or citizens – is to try to shape our lives by
applying a set of administrative tools, in many different combina-
tions and contexts, to suit a variety of purposes.

These three approaches to ‘what government does’ are rather
like the famous Indian legend of the six blind men describing an
elephant. On first encountering such an animal, each gets part of
the whole picture. This book, however, is about ‘what government
does’ only in the third sense. It is about the tools or instruments that
government uses at the point where it comes into contact with ‘us’,
the world outside. It focuses on the mechanics rather than on the
ends of government, and on what government does to society rather
than on what happens inside government.

This chapter briefly sets the scene, in four sections. The first
section lays out some of the different kinds of basic tools which
government has available to it. The aim is to provide the reader
with an outline plan of government’s toolkit which will be explored
further in later chapters. The second section, developing the brief
introduction at the outset of the book, is an explanation of what
can be got out of looking at government from a ‘toolkit perspec-
tive’: in other words, why it is worth reading the book. The third
section is an explanation of the focus and limitations of the
approach being taken here, in the hope of avoiding confusion as to
what the book is about. The fourth is a ‘road map’ – a brief expla-
nation of the structure of the book.

Government as a toolkit

If we were looking at a physical collection of tools, we could ‘take
in’ that collection more easily if we could separate its contents into
a few broad types at the outset, distinguishing (say) hammering
tools from digging tools, measuring tools and cutting tools. When it
comes to government’s collection of tools – which are not physically
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assembled in a single place – it is all the more important to be able
to identify broad classes if we are to avoid being swamped by detail
and unable to distinguish theme from variations. By making two
sets of simple distinctions, we can begin to make sense of the appar-
ent complexity of the instruments which government uses on us.

Detectors and effectors

First, we can distinguish between government’s tools for ‘detection’
and its tools for ‘effecting’. This distinction is summarized in Figure
1.1. Detectors are all the instruments government uses for taking in
information. Effectors are all the tools government can use to try to
make an impact on the world outside.

The terms ‘detector’ and ‘effector’ will be strange to some read-
ers. They come from cybernetics, the science of general control
systems (see Ashby, 1956; Beer, 1972; Klaus, 1973; Kramer and de
Smit, 1977; Dunsire, 1978, pp. 59–60). They are the two essential
capabilities that any system of control must possess at the point
where it comes into contact with the world outside. This applies
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FIGURE 1.2 Eight basic types of government tool
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literally to any control system in art or nature (a mousetrap, a moon
rocket, the body’s temperature control). For government, which is –
or aims to be – pre-eminently a way of controlling society, these
capabilities are basic to its existence, and certainly to its effective-
ness.

Plainly, then, government needs to employ a host of detecting
instruments to observe or to obtain information from the outside
world. It is essential for any control system to have some means of
ascertaining the state of the system or of the world outside as it
relates to that control system – temperature, pressure, or whatever
it may be.

But it is not enough simply to know what is going on. No control
system is worthy of the name unless it is capable of taking some
action on the basis of that knowledge. This is the second point at
which any control system comes into contact with the world
outside. It must have some means of trying to adjust the state of the
system to which it relates. Here we come to the ‘business end’ of
government – a range of tools which vary from the gentlest of blan-
dishments to extremely blunt instruments.

The ‘NATO’ scheme – government’s basic resources

On what is government to base its detectors and effectors? This
question brings us to the second set of distinctions, the so-called
‘NATO’ scheme. This has nothing to do with the well-known
Western defence alliance. It is just a convenient acronym which sums
up four basic resources that governments tend to possess by virtue of
being governments, and upon which they can draw for detecting and
effecting tools. These four basic resources are ‘nodality’, ‘authority’,
‘treasure’ and ‘organization’, as shown in Figure 1.2.

Nodality denotes the property of being in the middle of an infor-
mation or social network (not necessarily ‘dead centre’). Strictly, a
‘node’ is a junction of information channels. Governments are typi-
cally ‘nodal’ at least to some degree in one or all of three senses.
They may constitute a central presence in the form of a ‘figurehead’.
They may constitute a central presence in a more narrowly infor-
mational sense – seeing many different cases and thus building up a
store of information not available to others. Often, they sit in some
central place in their domain – the Rome to which all roads lead.

Authority denotes the possession of legal or official power
(Lasswell and Kaplan, 1950, p. 76, n. 2). That is the power offi-
cially to demand, forbid, guarantee, adjudicate. ‘Authority’ in this
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sense is traditionally seen as one of the defining properties of
government, though its source, base and level may vary widely.

Treasure denotes the possession of a stock of moneys or ‘fungi-
ble chattels’. That means not only (or necessarily) money in the
common, everyday sense of banknotes or coins, but anything
which has the money-like property of ‘fungibility’ (Rose and
Peters, 1978, p. 25) – that is, the capacity to be freely exchanged.
Governments in most cases possess at least some stock of ‘trea-
sure’ in this sense.

Organization denotes the possession of a stock of people with
whatever skills they may have (soldiers, workers, bureaucrats),
land, buildings, materials, computers and equipment, somehow
arranged. In many circumstances ‘organization’ will be linked with
the other three basic resources, but it is not a simple derivative of
them, in that it is logically possible to possess organization in this
sense without (say) treasure or authority – as when a plundering
army lives by pillaging the countryside. Governments in most cases
possess at least a minimum of ‘organization’.

Each of these four basic resources gives government a different
capability, can be ‘spent’ in a different way, and is subject to a differ-
ent limit. Thus:

1 Nodality gives government the ability to traffic in information
on the basis of ‘figureheadedness’ or of having the ‘whole
picture’ (Simon et al., 1950, p. 191). Nodality equips govern-
ment with a strategic position from which to dispense informa-
tion, and likewise enables government to draw in information
for no other reason than that it is a centre or clearing-house. The
limiting factor is credibility, and the ‘coin’ – how government
spends this resource – is messages sent and received.

2 Authority gives government the ability to ‘determine’ in a legal or
official sense, using tokens of official authority as the coin, and
subject to a limit of legal standing.

3 Treasure gives government the ability to exchange, using the coin
of ‘moneys’ and subject to a limit of ‘fungibility’. Government
may use its treasure as a means of trying to influence outsiders or
as a way of buying ‘mercenaries’ of various kinds, or buying
information, subject to a limit of solvency.

4 Organization gives government the physical ability to act
directly, using its own forces rather than mercenaries. The coin is
‘treatments’ or physical processing, and the limiting factor is
capacity.

6 The Tools of Government in the Digital Age



As can be seen from Figure 1.2, each of these four properties can
be used as the basis for tools of both detecting and effecting. Thus
government can obtain information simply on account of its nodal-
ity (or by making itself nodal), by buying it, by officially demanding
it, or by extracting it by means of some physical device. Similarly it
can try to influence the world outside by sending out messages on
the basis of its nodality, by authority, by treasure and by organiza-
tion.

These four resources are different in several ways, as we will
show in later chapters. For example, some may be ‘self-renewing’,
while others cannot be. And some may introduce more constraint
into the environment of government’s subjects than others. Very
roughly, that level of constraint could be said to rise as government
moves from nodality-based tools to those based on treasure, and
then to authority-based and in turn to organization-based tools. In
simple terms it could be said that ‘nodality’ works on your knowl-
edge and attitudes, ‘authority’ on your rights, status and duties,
‘treasure’ on your bank balance, and ‘organization’ on your physi-
cal environment or even on your person.

By combining the two control mechanisms and the four types of
resources – as in Figure 1.2 – we get eight basic kinds of tool that
government can use at the point where it comes into contact with
the world outside. Each of these eight types will be discussed and
explored further in subsequent chapters. We use different ways to
categorize effectors and detectors, as follows.

For effectors, in each chapter we investigate how the four basic
kinds of effecting tool can each be used by government in a partic-
ular or general way. This is a thread that will run through the entire
discussion. Particular applications are those that are directed at
specific and named individuals, organizations or items: for exam-
ple, when government issues permits to individuals whom it has
‘vetted’ for some purpose. General applications are those that are
beamed at the world at large and thus apply to whomever it may
concern: for example, when government issues some prohibition or
order that applies to everyone or anyone. In between the particular
and the general come a variety of ‘group’ applications.

This is only a rough distinction, and even the four basic ‘NATO’
types are by no means totally independent of one another, overlap-
ping somewhat at the margin. But it gives us a workable basis from
which to begin. For effectors, for example, by crossing the ‘particu-
lar–group–general’ distinction with the four elements of the NATO
scheme, we find twelve basic kinds of effectors – three for each
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NATO resource. These are shown in Table 1.1 on page 9. The chap-
ters in this part of the book explain and discuss the twelve elements
in Table 1.1 and unpack this simple toolkit further into subtypes.

Turning to detectors, here we are concerned with the other side
of the picture: that is, how government obtains information about
the world outside. As noted above, each of government’s four basic
resources can be used for ‘detecting’ as well as for ‘effecting’, shown
in Table 1.2.

Thus nodality may cause government to receive information in
the same way as it may give government a reason to be listened to.
People may give government information simply because of its
social centrality and visibility – ‘because it’s there’. Information of
this kind is in a certain sense free for government, and the detectors
that pick it up are here called nodal receivers.

Second, government can use its legal authority and demand
information. This kind of detector is termed requisitions, to mean
information that is collected in the form of an official demand
(characteristically accompanied by threatened sanctions for non-
compliance).

Third, government’s resource of treasure can be used to buy
information. This kind of detector is here termed rewards, but it
goes a little beyond treasure in a narrow sense, denoting informa-
tion which government gets in return for any kind of tangible quid
pro quo.

Fourth, government can use its organization to get information,
in the form of physical or mechanical contrivances for scrutiny
which largely bypass human motivation. These are here called
ergonomic detectors.

In fact, the parallel between these four types of detector and the
four types of effector discussed above is by no means exact, as will
be seen. But it is close enough to serve as a starting point, so that the
reader can place the discussion of detectors in relation to that of
effectors.

However, when it comes to government detection, it makes less
sense to distinguish between particular and general applications.
Instead, the emphasis here is laid on the distinction between ‘active’
and ‘passive’ modes of government information-gathering. The
difference between the two lies in the degree of initiative or mobil-
ity that government requires to obtain the information in question.
Thus when government observes us from a fixed watchtower, it is
passive. When it knocks on our door or stops our car in the street to
pursue its inquiries, government is active. Clearly, there are many

8 The Tools of Government in the Digital Age
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intermediate points between these two extremes. For simplicity,
activity and passivity will here be taken as a combination of initia-
tive and mobility, though it would be possible to take the two sepa-
rately.

It should perhaps be stressed once more at this point that, just as
applied to effectors, the interest here is exclusively on the instru-
ments that government uses at its interface with the world outside.
When it comes to detection, that means we are interested only in the
tools by which government extracts information from its subjects.
We do not consider how that information is used or processed (or
not, as the case may be) within government’s machine. There are
many fascinating things to be said about that process, but they will
not be said here. We are concerned with ingestion, not digestion.

Pay-offs of the ‘toolkit perspective’

This book is by no means the first or only attempt to explore the
tools used by government. The approach taken here was first devel-
oped over 20 years ago, in the pre-digital age, by one of us in an
earlier version of this book, simply called The Tools of Government
(Hood, 1983). In Chapter 8 we show how the approach taken here
compares with that taken by other analysts of government instru-
ments. Of course there are any number of alternative ways of laying
out government’s tools, no one of which is necessarily ‘correct’. We
could refine or subdivide ad infinitum, depending on whether we
want a scale that is large or small, general or area-specific.

But we will not compare minor differences of classification
between one author and another, at least not until Chapter 8 and
not much then. This is not that kind of book. A question that does
need to be pursued, however, relates to the ‘pay-offs’ derivable from
the ‘toolkit’ approach to government. What advantage could there
be in looking at government in this way, as opposed to our other
two possible ways of describing what government does – a ‘deci-
sion-making’ or ‘field of activity’ perspective? Three main kinds of
pay-off are briefly discussed below.

Making sense of complexity

First, having a sense of the basic tools available to government helps
us to make sense of what seems at first sight to be the bewildering
complexity of modern government’s operations. Look at government

Exploring Government’s Toolshed 11



activities in terms of government’s many purposes or interests, as
we saw earlier, and the list is endless. Look at those activities as the
application of a relatively small set of basic tools, endlessly repeated
in varying mixes, emphases and contexts, and the picture immedi-
ately becomes far easier to understand.

In fact (to take an analogy to which we will return later) it is like
approaching each object that we encounter as some combination of
a relatively small number of chemical elements rather than as a
completely new physical substance. The same principle applies to
the understanding of each unique piece of music as a combination
of a limited number of notes or understanding each particular
dance as a combination of basic physical routines as in labanota-
tion. By looking at things this way, we can easily understand some-
thing that we have not seen before and even invent hypothetical
new combinations for ourselves.

Similarly, comparisons become much easier to handle; indeed,
much of the fascination of exploring government’s tools is to
compare the instruments brought to bear on a certain problem by
different governments or by the same government at different
times. The same instrument may be used for many different
purposes.

This is just as well, for if government really had to design a
completely new tool for each new subject in which it became inter-
ested, it would require far greater powers of innovativeness and
imagination than governments can in practice be expected to
possess. As it is, the same basic set of tools appears again and again
as governments face up to ‘new’ problems, such as computer
privacy or the regulation of reproductive technology. Only the
mixture varies. This means that if we can grasp the basics of govern-
ment’s toolkit, we can have a better sense of what ‘they’ – govern-
ment, officialdom, authority – can do in any given case and what
problems they may face.

Picking the tool for the job

Thus – and this is the second main pay-off – a knowledge of govern-
ment’s toolset may be useful, not merely as a way of understanding
government, but also for diagnostic purposes.

Government, like human beings themselves, is a tool-using
animal. If it desires (say) defence, education, health – even birth
control for cats – it must find and employ instruments that will
actually produce such things. Otherwise its ‘policies’ or purposes

12 The Tools of Government in the Digital Age



will be no more than fantasies. It is by applying its tools that
government makes the link between wish and fulfilment.

It hardly needs to be said that this link is frequently problematic
and highly politicized. Selecting the right tool for the job often turns
out to be a matter of faith and politics rather than of certainty.
Indeed, it is not uncommon to find that the choice of ‘instruments’
attracts much hotter political debate than the ends being sought.
For example, aims like preventing suicide or anti-social drinking
may seem unexceptionable, but how can they actually be attained?
Will an extension of suicide-prevention counselling discourage
suicide attempts or positively encourage people to flirt with death?
Will an extension of the permitted opening hours for bars reduce or
increase the incidence of anti-social drinking?

If the operation of government’s tools were unproblematic, it
could be left to ‘technocrats’, and the rest of us could concentrate
on the purposes that government should pursue. Things are not like
that in reality. Knowing something about what is in government’s
toolkit can at least help us to think about ways of doing better when
– as so often happens – things go wrong. Such knowledge enables us
to survey the main kinds of implements that might be used to
address any given subject with which government may find itself
dealing. If one tool fails to answer the purpose in any particular
case, we can look systematically for others which might do the job.
Thinking in these terms can provide some antidote to the all-too-
common assumption in government affairs that things could not
possibly be handled in any other way than they are at present.

Picking the ‘tools for the times’: the digital age

The two pay-offs discussed so far could apply at any time. But it
could be argued that it is especially useful to revisit government’s
toolkit now. Since this approach was first developed (Hood, 1983)
there has been a dramatic change in societal use of digital technolo-
gies. Of course, in one sense such technologies have been around in
many governments for a long time, even back to the 1980s and
earlier. But in contrast to earlier technologies, from the 1990s the
internet and related technologies have greatly changed the way that
many individuals behave in society at large (for working, shopping
and recreation, for instance), and changed the way governments do
or could interact with individuals and firms. Looking at these
changes now, while the digital age is still developing and the pre-
digital era still fresh in the mind of anyone over thirty, offers a
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particularly good vantage point for observing the implications for
government’s use of its toolkit.

Such a change does not mean that new policy problems have
appeared or old ones disappeared. Rather, they present themselves
in new ways. Take, for example, gambling addiction and school
bullying, two social problems with which governments have long
grappled. Both these activities have now moved online, with some
research suggesting that internet gambling is more addictive and
‘cyber-bullying’ via text message more damaging to children than
their offline equivalents. Cyber-crime is a new phenomenon that
makes increasingly heavy demands on the resources and ingenuity
of government as well as business. Moreover, at the time of writing,
addiction to the internet itself is recognized as a new form of addic-
tion, with compensation claims being raised by individuals said to
have been damaged by compulsion to use the internet, raising ques-
tions for government action to deal with the consequences. Looking
at how government employs its tools to deal with such problems
gives us an important angle of vision on change in the digital age, as
government searches for ‘new’ instruments – many of which can be
understood as old instruments in a new technological context.

Of course, such effects will vary between countries, as we shall
show later, since internet penetration varies from virtually nothing
to around 90 per cent and different types of regime face different
challenges in using the technologies themselves. But even in those
countries where internet penetration is low the impact of the digital
age is still felt. For example, variations in internet use can widen
inequalities within and across countries, and internet-mediated
transnational networks (for instance, for crime, terrorism or social
movements) can challenge governmental authority.

We are not, of course, suggesting that other possible ways of
looking at ‘what government does’ do not have pay-offs too. But
they do not have these pay-offs.

The focus and limits of the book

To focus on government’s toolkit, we need lenses which necessarily
distort other aspects of government. This is unavoidable in any kind
of inquiry; and it is important to be clear about it to prevent confu-
sion or false expectations. Four points especially need to be
stressed.
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Focusing on the government–society interface

First, the book explores the tools used by government only at the
interface between government and society, as was shown in Figure
1.1. That is the point at which ‘they’ (governments) meet ‘us’ (indi-
viduals). The book says nothing about the tools used within govern-
ment to control and coordinate its own far-flung activities and
agencies.

Exactly where the government–society interface is, of course,
depends on how you choose to define the boundaries of government,
and here that is deliberately left somewhat imprecise. In reality, of
course, that interface is often extremely fuzzy. Much has been written
in recent years about ‘governance’ in the sense of institutional arrange-
ments that span levels of government and straddle the divisions
between public bureaucracy, private firms and not-for-profit ‘third
sector’ organizations. There is also a longer-standing literature about
the way that government can be ‘colonized’ by the non-government
sector and vice versa, so that the boundaries become deliberately
blurred. The same thing can happen at a much more down-to-earth
administrative level, too, producing well-known puzzles as to whether
one locates organizations such as defence-contracting firms or ‘paras-
tatal’ bodies as part of ‘government’ or not.

Such disputes are far from trivial, but they belong to a different
kind of discussion. For the purpose of exploring government’s
toolkit, it does not matter much what the answers to these ques-
tions are, because where exactly you decide to draw the boundary
between government and the world outside affects only the overall
proportions in which government tools are used, not the basic
elements themselves. For us, it is sufficient to adopt the naive
perspective of the person in the street who believes that there is a
clear distinction between governments and the rest of humanity,
and that government is what ‘they’ do to ‘us’.

Treating government as a totality

Second, the book looks at government in general and as a totality.
This too is a simplification of something that is very complicated in
reality. The approach is general in the sense that it does not neces-
sarily refer to any particular government or level of government.
The tools that are discussed are generic to government. They are
used in every country; most of them are common not only in the
present day, but go back far into the past.
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Treating government as a totality – to begin with, at least – obvi-
ously involves a radical analytic simplification. Everyone knows
that ‘in reality’ government consists of a host of different ‘cells’ or
agencies, often squabbling and at cross purposes with one another.
And the ‘governance’ perspective referred to earlier reminds us that
public authorities often work in concert with other organizations as
well as with each other, in ways that may involve complex patterns
of conflict and cooperation. But once again it is sufficient for us to
adopt as a starting point the perspective of the man in the street
who does not divide government into its many component parts or
agencies, but rather sees ‘officialdom’ as a whole – a monolith. We
shall come to ‘disaggregation’ later on.

‘Unlearning’ conventional descriptions of government activity

Thinking of government as a totality and ignoring all the ‘office
politics’ and other processes which go on inside it may well involve
some degree of mental readjustment or ‘unlearning’ of what we
already know. A third kind of ‘unlearning’ that is required – diffi-
cult, but equally necessary if we are to concentrate on government’s
toolkit – is to forget everything we know about how government
itself describes its activities.

The reason for this is that governments tend to describe their
activities officially in terms of purposes or fields of concern, not
instruments, and it is very important not to confuse the two. When
governments draw up budgets, the headings tend to be descriptions
of their purposes, especially in modern budgeting systems. When
they divide their tasks into agencies, the boundaries tend – at least
at the topmost level – to reflect the purposes being pursued. It is for
this reason that we can easily come to think of purposes or fields of
activity (defence, health, education and so on) as the ‘natural’ way
of describing what government does.

But if we want to think in terms of tools or instruments, we must
deviate from the conventional way of thinking both negatively and
positively. First, negatively, we must unlearn preconceived cate-
gories based on the purposes of government. Identifying a set of
tools is quite different from listing government’s interests or
purposes – our second possible way of answering the conversation-
stopping child’s question that we started with. The same tool can
often be used for many different purposes or applications. Think of
the axe in the hands of the firefighter, the forester, the executioner;
or the mallet in the hands of the Boy Scout, the shoemaker, the
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judge. Indeed, it has already been pointed out that a tool can often
be taken right out of context and used for some purpose quite other
than that for which it is ostensibly designed: that is something that
happens quite often in government.

Second, positively, if there is no satisfactory, ready-made official
language for describing government’s toolkit, we must invent our
own. It goes without saying that most government officials going
about their daily tasks no more ‘see’ those tasks in terms of detec-
tors and effectors or of the components of the ‘NATO’ scheme than
Molière’s M. Vautrin (in Molière’s famous play Le Bourgeois
Gentilhomme) conceived of himself as speaking prose. And when
the eight kinds of basic government tool that have already been
outlined are further subdivided later in the book, other terms will
have to be contrived to denote the devices involved. Some of these
names may seem infelicitous, but they are only labels: the reader is
welcome to substitute his or her own terms. What does need to be
stressed is that the labels that are used to describe government’s
tools do not spring from a mere love of neologism, but from the
absence of any existing coherent official usage which would serve
the purpose. Since government’s tools do not come with labels on
them, we must work out our own language.

Finally, this book says nothing about whether government’s tools
ought to be used extensively or modestly – whether government
should be interventionist or laissez-faire. An agnostic stance is
deliberately taken on such matters. The book is addressed to read-
ers of both persuasions.

Citizens, partial citizens, non-citizens, would-be citizens

In exploring the government–society interface, we also start by
treating ‘society’ as a totality, in the sense of all individuals and
organizations with whom government might interact, whoever
and wherever they might be. Just as with the divisions within
‘government’, there are many ways of breaking down that total-
ity. One very traditional one is to distinguish between govern-
ment’s dealings with individuals and organizations within its own
jurisdiction or territory, and its dealings with those located else-
where (for example, foreign aid, disaster relief, military interven-
tion, decisions on who to admit as asylum-seekers or immigrants).
That can get complicated if, for instance, the entire population of
a territory is evacuated because of some disaster; and, as we shall
see later, the digital age has produced new ways in which we as
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individuals can interact with governments other than our own,
notably in the way that we can obtain information from them.

Another very traditional distinction between the classes of indi-
vidual with whom government deals involves the distinction
between citizens and non-citizens. Conventionally, the former have
rights (such as voting or the ability to run for public office) and
responsibilities (such as military service or jury service obligations)
that do not apply to the latter. But that simple dichotomy too can be
further elaborated almost ad infinitum. After all, some individuals
with full civic entitlements and duties by right of birth can be
temporarily or permanently deprived of full citizenship (for
instance, during their childhood, when they are in prison, living
abroad or are categorized as mentally unfit). They might not have
effective citizenship, for instance if they are not able to speak the
language of the country. And those who are not full citizens can also
be divided into those who are recognized by the state as on the path
to such entitlements and duties (for example, by rights to reside or
to reside and work) and those who are residing or working within
government’s territory or jurisdiction without formal entitlements
to do so (such as illegal immigrants or criminals).

Table 1.3 summarizes some of these distinctions for the imagi-
nary (and no doubt instantly forgettable) state of Amnesia. Much of
the Amnesian government’s dealings will be with the individuals in
the top left-hand cell of the table (unless most of its citizens live
outside its territory for some reason, the whole country has been
evacuated, or Amnesia has a government-in-exile). But Amnesia
will be a very unusual country if its government’s dealings do not
include significant numbers of interactions with individuals in the
other three cells of the table. Moreover, digital-age and related
developments may well mean that Amnesia’s government finds
itself dealing with an increasing proportion of individuals outside
the top left-hand cell of the table – for example, migrants, students
and guest workers without full citizenship rights (and in some cases
consciously rejecting any ‘citizenship’ path and seeking to be invis-
ible to the state), cyber-criminals and others located elsewhere but
with virtual interactions with the Amnesian government. That is
why in this book we do not use the conventional American usage of
‘citizens’ to refer to the individuals with whom government deals,
but use the term ‘individuals’ to cover all the categories in Figure
1.1. But of course, as we shall argue later, some of those categories
of individuals are likely to prove much easier for government to
reach with its toolkit than others.
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Where do we go from here?

So much for the whys and wherefores. You now need a quick sketch
of the course that the book takes from here. 

Chapters 2 to 5 lay out the toolkit for each of the four NATO
tools, building on the basic components that have already been
described and summarized in Figures 1.1 and 1.2. In each chapter
we discuss first government’s detectors and then go on to discuss its
effecting tools.

Chapters 6 and 7 look at the toolbox as a whole, and in a more
analytic way. Chapter 6 shows how a comparatively simple
conception of government’s tools can be used as an analytic device,
as a means for reducing the apparent complexity of government
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TABLE 1.3 Amnesia’s government and some of the individuals with whom
it deals

Resident Non-resident

Full citizens Amnesians living in Amnesians with full citizenship
Amnesia with full rights living, working or
citizenship rights and holidaying abroad (at least on
duties as a result of a short-term basis)
birth or naturalization

Partial citizens Amnesians with full Amnesians who live and/or
citizenship by birth who work abroad and thereby 
are children, prisoners forfeit or avoid full citizenship
or mentally unfit; citizens (for example, obligations to
of other states with pay Amnesian tax, do 
rights of residence or Amnesian military service
employment in Amnesia or serve on Amnesian juries)
(and who may be
recognized as on the path
to full citizenship)

Non-citizens Criminals and illegal Citizens, partial citizens and
immigrants temporarily ‘non-citizens’ of other states
or permanently living with whom Amnesia has 
or working in Amnesia dealings abroad, those seeking 

rights of residence or
employment in Amnesia



operations to a comprehensible level. As we have already noted,
government’s tools or instruments – in one sense extremely diverse
and ‘all around us’ – can be made comparatively simple by ‘reading’
them as permutations, refinements and variations on a listed
number of basic types like musical notes or dance steps. The toolkit
approach can be used to compare governmental activity across
countries, over time and within governments. There is also poten-
tial, we suggest, for quantifying these comparisons, in terms of how
the use of the four NATO tools changes over time or varies across
organizations.

Chapter 7 takes a more normative approach, considering some
of the ways we might judge government’s choice and application of
its tools and how the toolkit approach might aid ‘intelligent’ policy
design. Government’s tools are, of course, potentially dangerous.
Like most tools, they are benign or malign according to the purpose
of the user. Many tools can be used as weapons. All of government’s
tools, even the most innocent-seeming of them, can be and often are
used as instruments of repression. Their application therefore raises
hot moral issues as well as what at first sight may seem to be more
neutral questions of economy and effectiveness. The chapter
considers what use of tools might contribute to a government’s aim
to ‘use bureaucracy sparingly’, both in terms of economizing on
bureaucracy and minimizing the extent to which a government’s
interventions bring ‘trouble, vexation and oppression’ upon its citi-
zens.

Chapter 8 looks at other toolkit approaches to the study of
government, noting that most of them more or less disregard the
implications of the digital age and considering what some of those
implications might be. Chapter 9 concludes in the same vein, draw-
ing together from the rest of the book those digital changes that are
in some way generalizable. We apply a broad-brush categorization
of countries in terms of the effects of digital technologies on govern-
mental interactions, to capture the variations we have observed
throughout the analysis. And finally, we consider the extent to
which digital technologies could lead to a ‘sharpening’ of govern-
ment’s tools in the future.
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